The revolution of computing and networks could revolutionise terrorism in the same way that it has brought about changes in other aspects of life. The modern technological era has faced countries with a new set of security challenges. There are many states and potential adversaries, who have the potential and capacity in cyberspace, which makes them able to carry out cyber-attacks in the future. Some of them are currently conducting surveillance, gathering and analysis of technical information, and mapping of networks and nodes and infrastructure of opponents, which may be exploited in future conflicts. This paper uses qualitative data to develop a conceptual framework for awareness of cyberterrorism threat from the viewpoint of experts and security officials in critical infrastructure. Empirical data collected from in-depth interviews were analysed using grounded theory approach. This study applied to Saudi Arabia as a case study.
Introduction
Modern technology, which consists of computers, networks, communications, satellites and others, has contributed to increasing openness, which is attributed largely to the growth of interdependence between the parts of the world, provided by the ever-expanding Internet. This very rapid growth in computers and related networks and infrastructure pushed the world into the "information age", which is generally accepted as the period covering the late twentieth century and early twenty-first century [1] .
Information and Communication Technology (ICT) brought with it the importance and interest in the spread and exchange of information between continents and countries of the world, and has therefore become one of the pillars of the current era, bringing many benefits. Nevertheless, it has raised risk and security concerns. With the entry of the Web or "Internet" and the ever-increasing users of this technology, terrorist attackers, hackers and intruders spend hours in an attempt to penetrate, or gain access to important information, which can be used for material and moral extortion.
Given the importance of the security of critical infrastructure constantly evolving in Saudi Arabia, and related networks, information systems and control systems and supervision, as well as the importance of information security to the general public, this is one of the major and important factors to achieve and maintain national security in Saudi Arabia. In contrast, any disruption or instability in national security will result in very serious consequences for the stability of the country, its economy and its political situation.
This research derives its significance from the importance of its themes. Saudi Arabia's national security is of top priority to the Saudi government. What will help to achieve this is to understand, identify and predict early indicators that may pose a threat to national security. This study by analysing qualitative data, which was obtained from the critical infrastructure helps to describe potential threat posed by cyberterrorism to national security, as compared to conventional terrorism. This pairing and comparison will help to identify the level of awareness of this threat. This in turn will provide a conceptual framework for decision-makers about the problem in question and therefore the government will be able to take the necessary action on a clear basis and within a strategic path to combat cyberterrorism.
Literature Review
In the literature on terrorism, Cyberterrorism might be one of the terms that is most misunderstood and misused. According to Ron Dick, Director of National Infrastructure Protection Centre (NIIPC) in 2002, cyberterrorism means "any criminal act perpetrated through computers resulting in violence, death and/or destruction, and creating terror for the purpose of coercing a government to change its policies" [2] . More comprehensively, according to Dorothy Denning, "Cyberterrorism is the convergence of terrorism and cyberspace. It is generally understood to mean unlawful attacks and threats of attack against computers, networks, and the information stored therein when done to intimidate or coerce a government or its people in furtherance of political or social objectives" [3] .
From the literature on information warfare, to illustrate the difference between information warfare and cyberterrorism, it should be realised that cyberterrorism could be one of the components of information warfare. In other words, information warfare includes cyberterrorism [4] . Some suggest that information warfare is an offensive and defensive function of governments [5] . However, how effective is cyberterrorism in the nature of the warfare in the information age? According to David Lonsdale, it "will only substantially change the nature of warfare if it proves to be independently strategically effective" [6] . Hence, cyberterrorism can be defined as the intentional use of subversive activities, or the threat thereof, against computers and networks related to critical infrastructure and vital services, with the intention to cause massive physical and psychological harm, for any objective whatsoever.
In general, cyberterrorism involves a surprise attack by sub-state terrorist organizations or groups of individuals using computer technology and networks to hinder or disrupt the electronic and physical infrastructure of a state, to achieve a certain agenda. This causes the loss of critical services such as electric power, banking systems, health services, telephone, Internet and others. At the same time, the target might be individuals or groups of individuals, such as cyber-attacks against implanted medical devices which may cause death. The aim of such action is not limited to the economic impact on a particular state, but also to amplify the physical effects of conventional terrorism, through the events of more confusion and panic among the general public of the state. According to the FBI's National Infrastructure Protection Centre (NIPC), the goal of cyber-terrorism is "to create fear by causing confusion and uncertainty within a given population, with the goal of influencing a government or population to conform to a particular political, social, or ideological agenda" [7] . Terrorist organizations "generally use symbolic means to attack the sanctity of the society in which it exists. If attacks on these symbolic targets are successful, the terrorists will have accomplished their goal of isolating individuals from the society in which those individuals formerly felt secure. Such actions result in confusion and uncertainty about a government's ability to protect its citizens. This is when citizens are most vulnerable to influence by others" [8] .
Methodology
The Grounded Theory Method is a form of qualitative method that comprises a systematic, inductive, and comparative approach for conducting inquiry for the purpose of constructing theory [9] . This methodology is de-signed mainly to encourage the continuous interaction between the researcher and the data, through constantly engagement in emerging analysis during the study. Data collection and analysis proceed simultaneously with each other, and inform and facilitate each other. GTM builds experimental investigations in the analysis process, as it leads the researcher to test all theoretical explanations for the empirical findings of the research. An iterative process is used to move forward and backward between the empirical data and emerging analysis, which makes the collected data gradually more focused and the analysis also more theoretically successfully. GTM is currently the most widely used on a large scale and the most famous among qualitative research methods, across a broad range of disciplines and subject areas. "Innumerable doctoral students have successfully completed their degrees using GTM" [10] .
Grounded Theory uses a form of purposive sampling, known as theoretical sampling, where participants are selected according to the criteria specified by the researcher and based on the preliminary results. Early analysis of the data refers to the issues that need to be explored, and thus the sampling process is guided by the ongoing development of the theory. Data collection and analysis are conducted in alternating sequences (see Figure 1) .
Interview coding is the first step in the process of data analysis. The coding is used to capture what is in interview data, and to identify what is meant by people through their experiences. Coding helps to get away from specific statements to more abstract interpretations of these data [11] . There are several techniques used in data analysis in grounded theory methodology. This study adopted a three phase coding system suggested by Strauss [12] , and Strauss and Corbin [13] , namely, open coding, axial coding and selective coding. These phases were adopted because over time, they have become the most widely accepted in GTM [14] . Open coding is the first step in the process of coding; it is a good start for analysis, in which selecting and labelling categories of data take place. Therefore, aspects of the phenomenon under study are determined. It also produces a list of themes important to interviewees. Conceptual labels are attached almost to every line in the interviews transcript also known as line-by-line coding. These labels can represent the context of the interviewees' words, and when these labels are taken from their words, it is called in vivo coding. At this stage, the researcher captures the concepts that are trying to answer (what, when, where, why, who and how consequences) questions proposed by Strauss and Corbin [13] .
Data Collection
As the problem of the research is relatively recent, and there are no studies dealing with the potential threat of cyberterrorism on the national security of the Kingdom of Saudi Arabia, compared to conventional terrorism, the research aims to explore awareness of this threat. Thus, grounded theory methodology is the appropriate optionfor this search. The first stage is exploratory and preliminary findings are used to guide the ongoing data collec- Figure 1 . Process of developing a grounded theory. tion process. The pilot study for the first phase of this study included conducting six interviews with Saudi students on scholarships to study in the United Kingdom, all of whom are studying at postgraduate level, four of them for doctoral study, two for a master's degree. All are employees working in one of the components of critical infrastructure in Saudi Arabia. These components have been divided into sectors, as also are coded for security purposes, and due to the sensitivity of the data, for example A3, F2 and so on. Interviews were analysed directly during the pilot study. Subsequently, 15 in-depth interviews were conducted based upon in the preliminary results of the pilot study. These 15 interviews were conducted with military and security officials and experts in the critical infrastructure sectors in Saudi Arabia during the collection trip.
In the pilot study for the first phase, open coding was used in the six interviews manually using pen and paper. Qualitative analysis software, such as Nvivo were not used in this phase, although it was used later in the analysis. Through open coding in the pilot study, a group of related codes emerged, which were grouped in categories, these contributed very effectively to the development of questions for subsequent interviews, and also gave initial ideas for the study. At this point, neither axial coding nor selective coding were conducted, they were left until after the conducting of in-depth interviews, in order to determine the properties and dimensions. However, instead, careful comparisons between the statements of the respondents, and between codes obtained were conducted, without being bound to a framework to determine properties and dimensions in this phase.
Data Analysis

Macro-Category "Awareness"
While analysing the in-depth interviews, many codes revolving around awareness emerged; they were then grouped in sub-categories under the main category "Awareness". In general, the concept of awareness is seen as helping to reduce the risk for an individual or a group, government or private installations, as well as national security, from becoming a target of terrorist threats. The answers given by security officials and experts which included the concept of awareness are represented by the sub-categories and codes presented in Table 1 .
Despite the fact that there are many other codes (see Appendix), the most important codes that were repeated significantly by respondents are contained in the previous table. Figure 2 shows the recurrence of such subcategories in the interviews using Nvivo software.
The sub-categories and codes will be presented in detail below.
Importance of Awareness (Sub-Category)
The answers of the respondents indicate that there is interest in the need for awareness of possible terrorist threats among staff of critical infrastructure sectors. These views are gathered in the following codes:
• Understanding the risks (code) The majority of respondents see the importance of the awareness of threats in order to understand more about the risks posed to staff and facilities. Awareness of the threat is the catalyst for seeking to understand it. C1 explained the importance of awareness, Figure 2 . Occurrence of sub-categories of "Awareness" in the interviews. 
… one of the challenges of terrorism risk analysis is the fact that the opponent is the one who can change where and when to launch attacks, and has the potential to counter-attack. So we have to be conscious of the risks in order to anticipate all possible eventualities."
Threats awareness is very important in assessing the likelihood of the risk, as the awareness is the result of an accumulation of experience and knowledge. F2 mentioned it, "I see staff who have more than ten or twenty years' experience in the work ... you find that they are more aware of such threats than their colleagues who served less ... as well as specialists in computer networks and they are more aware of the assessment of the occurrence of such threats."
• Preparedness (code) Some respondents felt that the awareness of imminent threats leads to a state of preparedness and readiness to face them. C1 considered that, "
… my brother, I think that whenever you are aware of, and familiar with, what is happening around you, you are inevitably going to be vigilant and prepared for what might happen next..."
The level of awareness is important in assessing the level of preparedness. E2 introduced that equation, "With respect to cyber threats, we believe that the more the level of awareness, the greater the level of preparedness."
Types of Awareness (Sub-Category)
Through the interviews, it was observed that there were several types and forms of awareness, and by coding them, it was then possible to group them under the following codes:
• Thorough awareness (code) There are respondents who believe in the need for thorough awareness of threats and security risks at the level of national security, represented by internal and external terrorist threats. External threats could be, for example, regional threats, whether from other states or from terrorist organisations. G1 With regard to internal thorough awareness, infrastructure components need to be aware of their own potential threats, each sector being aware of the threats it faces, based on the nature of its function. E2 explained this point,
"
…we must understand that each facility has its own threats, for example, a bank may be exposed to cyber breakthroughs, and this is different to a car bomb attack on an oil refinery, is it not?"
Internal awareness within each component of the critical infrastructure is key, according to F2, "…here we have several sections, as you know, that each section is fully aware of the problems that it might be exposed to, and that employees are aware of that too, is what we are trying to achieve."
• Situational awareness (code) There is a situational awareness, which is based on the surrounding attitudes, circumstances, and behaviour. By coding, the following codes emerged,  External suspicious behaviour (sub-code) According to some respondents, there is some specific behaviour that must be taken into account as it may indicate potential terrorist activities, especially if it has occurred in certain places. B2 said, "…also, 
Good and Bad Awareness (Sub-Category)
Despite the importance of awareness of potential threats, there is a good and bad awareness. For example, good awareness might be finding:
• Right level of awareness (code) Some respondents believe that there is a disparity in the level of awareness required for each critical infrastructure component, based on the security situation and the potential threats. For example, Ordinary Awareness was explained by B2, "…sometimes in normal circumstances, normal awareness of security and safety is prevailing among employees in performing tasks, where they may not have security measures in mind consciously."
There is also a Preventive Awareness, which is a higher level of awareness. A1 talked about it, "…when reports are provided to us about a particular threat, the level of awareness increases as a precaution, to detect any signs and prevent it before it occurs."
Intensive Awareness exists when a security situation is unusual. Category of "Awareness" and its sub-categories can be summarised in Figure 3 . Figure 3 . Category "Awareness" and its sub-categories.
Conclusion
Cyberterrorism is a potential threat, which could undermine the pillars of national security by targeting critical infrastructure. This seems evident in developed societies, with the increasing reliance on technology in most aspects of life. In addition, developing countries may face this threat, especially with a growing economy such as Saudi Arabia. This requires increased awareness about the potential threat to research and explore its aspects in order to confront it knowingly and perceptible. This is what this paper seeks to deliver through a conceptual framework for awareness of the threat (Figure 3) . The researcher also in his doctorate study seeks to develop a theoretical framework to understanding and identifying the threat of cyberterrorism from a broader perspective. This is what he is trying to publish in several stages with the progress of the study. Table A1 . A summary of the macro category, categories and codes of the study. 
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